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HHOJIO’KEHHUE
no pa6ore ¢c HUHIHJAEHTAMHU HH(poOpMAaLHOHHOI 0e30MacHOCTH

Hacrosmee IlomoxeHue pa3paboTaHO B IENsIX OpraHu3anud paboTel ¢ UHUUACHTaMHU
uabopManuoHHOH 6e3onmacHocTH B OpraHnu3anui.

WHuuaeHT - ogHO COOBITHE WM IPYHMNBI COOBITHH, KOTOphIE MOIYT NPHBECTH K cOOAM HIIH
HapylleHUI0 (QYHKIMOHUpOBaHMA MHGbopManuoHHOM cHcrembl (manee - HMC) u (umm) X
BO3HHKHOBEHHIO YTPo3 O€30IIaCHOCTH, B TOM YKCIIE IEPCOHANIBHBIX JaHHBIX (nanee — [1/1H).

1. O6mue MoJI0KeHUs

ITonoxxenue o paboTe ¢ HHIMACHTAMH HHPOPMAMOHHOK Ge30onacHOCTH (nanee — [Tonoxenue)
pa3paboTaHO B COOTBETCTBUH C:

1) ®enepanbupM 3akoHOM 0T 27 mrons 2006 r. Ne 152-03 «O nepcoHanbHBIX TaHHBIXY.

2) ®enepanbabiv  3akoHOM OT 27 wmrons 2006 r. Ne 149-03 «O6  wunpopmanuy,
HHGOPMAITHOHHBIX TEXHOJIOTHSX U O 3aIlXTe HH(POPMaLUK».

3) INocranornenuem IlpaBurensctea P@® ot 1 HOsOps 2012 r. Ne 1119 «O6 yTBepX)IEeHUU
TpeOOBaHUi K 3aluTe NEPCOHANBHBIX JaHHBIX Npu UX 00paboTke B MHOOPMALMOHHBIX CHCTEMAx
MIEPCOHANBHBIX JaHHBIXY.

4) Ilpuxasom @enepanbHOH CIyXOBl IO TEXHWYECKOMY H IKCIOPTHOMY KOHTpONHO OT 18
despaist 2013 1. Ne 21 «O6 yTBEep»IeHHH COCTaBa M CONCPXKAHUS OPTraHH3al[HOHHBIX 1 TEXHHYECKUX
Mep 110 00ecTeueHUI0 6e30IMaCHOCTH NEPCOHANBHBIX TaHHBIX IPpU HX 00paboTKe B MHPOPMAIMOHHEIX
CHCTEMAax IePCOHAILHBIX JAaHHBIXY.

PaboTa ¢ nuHIHAeETaMH B 00jacTh uHpopMamoHHOH 6e3onacHocTH (nanee — M1b) nomoraet
onpenenuts HanboJee axTyanbHble yrpossl UMb, cozmaer oOpaTHyro cBA3b B cHCTEME OOECIEYEHHS
UB, uto crioco6CTBYeT MOBBIMICHHIO OOLIET0 YPOBHS 3aIUTH HHGOPMAITMOHHEIX pecypcoB u MIC.

Pabora ¢ uHIMIEHTaMHU BKJIIOYAET B ce0sl ClielyIoNINe HallpaBICHNUs: '

1) onpeneneHue JINil, OTBETCTBEHHEBIX 34 BBIIBJICHIE HHIIUACHTOB U PEarupoBaHue Ha HHX;

2) o6HapyxeHHe, HACHTUGUKAIIS H PErHCTPaLlis HHIHACHTOB,;

3) cBoeBpeMeHHOe HHGOPMHUPOBAHUE JIMI[, OTBETCTBEHHBIX 3a BBIABJICHUE HHLUIECHTOB H
pearupoBaHUe HA HUX, O BOSHUKHOBEHUH HHIMAECHTOB B MIC noip30BaTens MK U aIMMHUCTPATOPAMM,

4) aganu3 WHIOUACHTOB, B TOM YHCJIE ONpENCICHUE HUCTOYHHKOB U IPHYMH BO3HUKHOBEHHS
HHITUACHTOB, a TaK e OIEeHKa HX IOCIEeACTBUH;

5) NpUHSITHE MEP MO YCTPAHEHHUIO NOCIEACTBUN UHIIUEHTOB;

6) IaHUPOBAHWE W TIPUHATHE MEp IO NPEAOTBPAIICHUIO I[TOBTOPHOIO BO3HHUKHOBEHHS
HWHIMIEHTOB. ,

Jliis aHaMM3a HHIUACHTOB, B TOM YHCJIE OIPE/IEICHHs UICTOYHUKOB ¥ IIPHYUH BOSHHKHOBEHHS
HHIMICHTOB, a TaK »J>K€ OIICHKH HX MOCICACTBHM, I[UTAHAPOBAHUS W MPHUHATHS MeEp IO
IIPEIOTBPAIIICHUIO TIOBTOPHOTO BO3HUKHOBEHHSI MHIUCHTOB, Ha3HAYacTCA MMOCTOSHHO NeHCTBYOIAas
KOMHUCCHS 110 paboTe ¢ HHIIUACHTAMH B COOTBETCTBHH C ITPUKa3oM pyKoBoauTesss Opranu3anuy.

2. OTBeTCTBEHHDbIE 32 BbISIBJIeHHE HHIIHACHTOB U pearnpoBaHHe HA HUX

2.1. B MIC oTBeTCTBEHHBIMH 32 BBISIBICHUE HHIUACHTOB SBIISIOTCS:

1) nmuua, uMmeronue npaso goctyna k UC;

2) OTBETCTBEHHBIH 3a TexXHuuecKkoe oocyxuanue UC;

3) anmunHCcTparop UC;
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4) anMuHACTpATOp HH(pOPMaHOHHON  Ge3omacHocTH  WIC (oTBeTCTBEHHOE nHIO 3a
obecreueHne 6E30MaCHOCTH [1]TH).

OtBeTcTBeHHBIMH 3a pearupoBanye Ha uHunenTel B UC gpngrores:

1) mnna, umerornux mparo noctyna k MC;

2) pYKOBOJMTEb MOApasaeIICHUS YupeKaeHus!, B KOTOPOM BBISBIIEH WHUUICHT;

3) OTBETCTBEHHBIH 3a TEXHHYECKOE obcnyxuBanue MC;

4) anmurHCTpaTop KC;

5) axMuUHHECTpaTop MH(MOPMANMOHHON 6e3omacHocTH MC (oTBeTCTBEHHOE JIHIIO 3a
obecneuernue Ge3onacuoctu I1/x);

6) OTBETCTBEHHEIH 3a OPraHHU3AIUIO obpabotku [T B ciuyuyae, eciu UC sBisercs
HH(pOPMAIIMOHHON CHCTEMOM MEePCOHANBHBIX TAHHBIX (nanee - UCIT/In);

7) mpesicenaTeIb KOMUCCHH 110 paGoTe ¢ HHITHICHTAMH.

2.2.Bue HUC OTBETCTBEHHBIMH 34 BBISBICHHE UHIUAEHTOB SIBIIAKOTCS BCE COTPYIHHUKH
Vupexnenus.

OTBETCTBEHHBIME 3a PearHPOBAHKE HA MHIHAEHTH! BHE VIC SBISIOTCS:

1) cotpynnux Opranusanuu, 06HAPY UBIIHE HHIUJIEHT;

2) pykoBonuTens moapasuenenus OpraHu3amym, B KOTOPOM BBISIBJICH HHIUIEHT;

3) OTBETCTBEHHBIH 3a OpraHU3aNHIO obpabotku [1]H B cayyae, eciu CYLIECTBYET yrpo3a
Oe3zonacuoctu I1]1H;

4) npencenaTess KOMUCCHH T10 paboTe ¢ MHIMICHTAMI.

3. Odnapy:kenne, HaeHTHPHKALMSA U PerucTpauusi HHIUIAEHTOB

3.1. Pabota no o6HapyxeHHIO MHIHMIEHTOB B o6macty VB BKIOuaeT B cels MEPONPHUSTHS,
HallpaBJICHHEIE Ha:

1) BeIsIBNCHUE MHEIEACHTOB B 061acTH 1B ¢ HOMOIIBIO TeXHIIeCKHX CPENCTB;

2) BBIABIICHHE HHIMIEHTOB B obnactu B B xoe KOHTPOJILHBIX MEPOIPUSTHIA;

3) BBIBJIEHHE HHIIUICHTOB C IIOMOIITBIO COTPYLHUKOB Opranuzanuu.

3.2. Pabota mo uaeHTHHKAINK HHITMACHTOB B 061acTH UB BKIIOYAeT B cebs MEPOIIPUSITHS,
HAlPABJICHHPIC Ha MOBEICHHE 1O COTPYOHMKOB OpraHusaimuu WHGOPMALKH, MO3BOJSIONIEH
UIEHTUQHUIIUPOBATEH HHIMIEHTHL.

3.3. PerucTpanuio HMHIMAEHTOB OCYILIECTBISIET Ilpencenatens xomuccuu mno pabore ¢
MHIMUICHTAMH B JKypHAIe perucTpanny nHuuneHtos Ub. Gopma xypHana yTeepxkaaercs mpukazom
pykoBoautens OpraHu3aiyy.

XpaHeHHe OJKypHalIa OCYLIECTBIAETCS B MECTaX, HCKIIOYAOIINX JOCTYIl K >KypHaly
OCTOPOHHUX L. JKypHall XpaHUTCS B TeUEHHE 5 JET MOC/Ie 3aBeplIeHns BeieH s, OTBeTCTBEHHbIN
34 XpaHCHHE BELICHUE M XpaHEeHHe XKypHaila - [Ipeacenarels komuccuu 1o pabote ¢ HHIMIEHTAMH.

4. MapopMupoBaHNe 0 BOSHHKHOBEHHH HHIUIECHTOB

PaGornuk Vupexpenus (moss3oBatens), oOHapykHuBIIH# wHOMAeHT B MC, momken
HE3aMEUTUTEIIbHO, JIFOOBIM JOCTYHMHBIM CIIOCOOOM, COOOUIMTH 06 HHIMACHTE HENOCPEICTBEHHOMY
pykoBommTemo, Anmunuctparopy MC, Anmunucrpatopy HHpopMamHoHHON 6eszomacuoctn WC
(OTBETCTBEHHOMY JIHIy 3a O0ecleyeHHe 6e30macHOCTH [1Tx), OTBETCTBEHHOMY 3a OpraHH3aLHUIO
obpaborku I1/Ta (B ciyuae ecmu UC sBisercs VCIITH), npencenatento KOMHUCCHH 1O paGoTe ¢
UHIUJCHTaAMH.

Anvunmctpatop VIC, B ciydae HeoGXOIUMOCTH, undopmupyer monssosateneii VC o
BO3HMKHOBCHHH HHIMICHTA U 1AeT YKA3aHUS 110 JAIbHEHIINM AeHCTBHSM.

5. Ananus HHIHICHTOB, a TAKKe€ OLIEHKA UX IOCJAeACTBHI

AHanu3 UHIOUOCHTOB, B TOM YHCJIE OIIPEACTICHUE HMCTOYHUKOB H I[IpUYUH BO3HUKHOBCHUI

HHIUIOCHTOB, a TaK JKe OIICHKY UX IOCJICACTBUHA OCYHICCTBIISICT KOMHUCCHUS I10 pa60Te C HHOUIACHTaAMHU
Ub.



5.1. VicTouHEKaMU ¥ IPHYMHAMY BO3HHKHOBEHHS UHIUIEHTOB B obnactu UB spastores:

1) neficTBus opranusanmit # OTAETBHBIX JTHII BpakneOHble nHTepecam OpraHus3anuy;

2) OTCYTCTBHE  EpPCOHATBHON  OTBETCTBEHHOCTH COTpyAHUKOB  OpraHum3anuud W  ux
pyKoBoauTene# 3a obecnieuenue Ub, B ToM uncie [1dH;

3) HemocTatounas pabota [ICPCOHATIOM MO OOECNeYEeHHIO HeoOXOIHUMOTo pexuma
COOMIONEHNST KOHQUIEHIINATBHOCTH, B TOM YHCIIE IT/1x;

4) OTCYTCTBHE MOpPANBHOH U MaTepHAIPHON CTHMYJISILIUK 34  COOIIONEHHE [paBuI H
TpeboBanuii Ub;

5) HeIOCTAaTOUHAS  TEXHUYECKAs OCHAIEHHOCTS IIONpA3/IeJICHUH, OTBETCTBEHHBIX 34
obecneuenne UB;

6) coBmernenre (QyHKIHA 110 paspaboTKe W COMPOBONKIACHHUIO MU CONIPOBOXACHHUIO U
KoHTpouto 3a MC;

7) HalM4He IPUBUIIETHPOBAHHBIX OECKOHTPONBHBIX MOMB30BaTee B VIC;

8) npeneOpesxeHre paBuIaMu 1 TpeGosanusmu V1B coTpynHukamMu Opranusanmy;

9) ¥ npyrue npUYUHEL

5.2. OneHKa TOCTEACTBHIl HMHIMIEHTA IIPOM3BONUTCS HA OCHOBAHHM HOTEHI[HATBHO-
BO3MOXXHOTO y1epoa.

6. IlpunsiTHe Mep No ycTpaHeHUIo MoCaeICTBHI HHIHIEHTOB

Meper 10 ycTpaHeHHIO IOCNeICTBHH WHLMISHTOB BKIIOYaeT B el MEPOIPUSITHS,
HalpaBJICHHEIE Ha:

1) onpenenenue rpanun HHIUACHTA 1 yuepba ot peanuzauuu yrpos Mb;

2) MTUKBUIAIMIO TIOCIEACTBHI HHIMACHTA U MOJTHOE TGO YaCTHUHOE BO3MEIIIEHHE ylepOa.

7. IliaHupoBaHHe H IPUHATHE MeEP 110 NpPEeAOTBPAIEHUI0 HHIHICHTOB

7.1. IlnanvpoBaHWe U NPUHATHE Mep IO IPEIOTBPAIICHHIO ITOBTOPHOTO BO3HUKHOBEHUS
UHIMICHTOB OCYIIECTBIIAET KOMHCCHUS 110 paboTe ¢ HHIMAeHTaMHu 1B 1 0CHOBBIBAETCS Ha:

1) mIaHOMEpHO# AEATENEHOCTH 110 MOBBIIEHHIO YpoBHs ocosHanus Wb pykosoacTtBom u
coTpyrHuKaMu OpraHu3anun;

2) IpOBENIEHUH MEPOLPUATHH 110  0OydYeHHIO COTpyAHUKOB OpraHu3aliyl I[paBHiIaM |
criocobam paboThl co cpeacTBaMu 3amutsl VC;

3) TOBeZeHMH JI0 COTPYNHHMKOB HOPM 3aKOHONATENLCTBA, BHYTPEHHHUX JOKYMEHTOB
Opranusanuy, ycTaHaBIHBAIOIINX OTBETCTBEHHOCTD 32 HapyeHue Tpedoanuii 1b;

4) pa3sbACHUTENBHON paGoTe C  YBONBHSIOLIMMHUCS COTPYAHHKAMH M  COTPYIHHKAMH,
PUHUMAEMBIMHU Ha paboTy;

5) CBOEBPEMEHHON MOIEPHHU3ANNU CHCTEMBI OOECIeUeHH s Ub, ¢ yueTom BO3HMKHOBeHHMS
HOBBIX yrpo3 Ub;

0) CBOEBPEMEHHOM OOHOBJIEHHM IIPOTPAMMHOTO obecrieyeHus, B TOM 4uCiIe 6a3 CHTHATYp
AHTUBUPYCHBIX CPEJICTB.

7.2. PaboTa ¢ mepconanom.

Kak mpasuiio, caMbIM cl1abbIM 3BeEOM B MOGOH CHCTEMe GE30MaCHOCTH SBIIAETCH YeTOBEK.
TToaromy paGoTa ¢ mepcoHaom SIBISETCA OCHOBHBIM HAIPABICHHEM AEATENBHOCTH 110 06ECTICUeHIIO
TpeboBanmii UB.

B paGote ¢ mepconanoM OCHOBHOM YIOp JOJDKEH MelaThes He HA HAKA3ZAHHE COTpYJHHKA 3a
HapymeHust B obmactu MB, a Ha moompeHHe 3a HaIeXalue BBIIOTHEHHE TpeboBanuit Wb,
IPOSIBJICHHUE JINYHON MHUIIUATHBHI B YKPEIJIEHUH cucTembl B,

Ilepconan Opranusanuy sBISETCS BKHBIM HCTOYHHKOM CBEIEHHH 00 WMHIMICHTAX UBb,
O3TOMY HEOOXOLMMO [IOHECTH HO COTPYIAHHKOB MH(POPMALHIO O TOM, 4TO OTIEpaTHBHO
IpeIoCcTaBIeHHbIE CBeieHus 00 nHnuaeHTe Wb sBisioTcs ocHOBaHMEM 11 CMSTYEHHS THOO OTMEHEI
HaKa3aHus 3a HapylleHue Tpedosanuii Ub.



